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Who is DB Systel?

Systel

Q Digitalisation v Solutions v Business units v Communities About us v News Career v Magazine

DB Systel GmbH > About us > Profile

Shaping successful digitalisation at Deutsche Bahn C® Contacts

DB Systel GmbH, headquartered in Frankfurt am Main, is a wholly owned

subsidiary of DB AG and a digital partner for all Group companies. DB Systel GmbH

Jiirgen-Ponto-Platz 1

With our holistic, customer-specific offering that meets the highest IT standards, we drive the
D-60329 Frankfurt am Main
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Security & Cloud are currently two of our main topics

Systel Q= -

Q Digitalisation v Solutions ~ Business units v Communities About us v News Career v Magazine

Innovation & Transformation »

Enterprise Solutions > |
Mobility & Collaboration »

Security & Cloud » IT Infrastructure Services

Digital Consulting » Digital Security Solutions

Cloud Services

T

DB Systel GmbH > Solutions > Security & Cloud > Digital Security Solutions

Digital Security Solutions - digitalisation hinges on o®
IT security

Contacts

.. . DB Systel GmbH - Team Sales
How you can protect your digital corporate assets with thought-out,

holistic solutions and close security gaps Il il (o Bl
D-60329 Frankfurt am Main
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But the cloud is just a tool. You have to use it the right way.

The core elements of this dynamic development are 1N, flexible ] 1 res and a new, active

, _ | , L DevOps teams
working environment thanks to agile, indep:s ' v . At the moment, we are creating a major shift _ using
from traditional working and organisational structures to self-organisation and enterprise-wide C|/CD pipelines

networks. Our goal is to support our customers and their increasingly variable requirements in the best

possible way with flexible ways of working and agile methods.
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Who is Team Application Security Specialists @ DB Systel?
What we do...

Young & agile team implementing a security development lifecycle at DB Systel

Typical steps in a software development project
\

Project- Technical

definition Design Implementation

Security Kick-Off Non-functional Requirements Design Guidelines Coding Guidelines
Threat and Risk Analysis

Reference :
Architectures Reference Implementations
Shared Security Services and Libraries

Architecture Sourcecode .

Security services we offer for our projects

p—

aStandards & Guidelines mSqutions Quality Assurance
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...and why we do it:
Attacks on web applications are on top of the list

7

Top Threats 2018

1. Malware

2. Web Based Attacks

3. Web Application Attacks
4. Phishing

5. Denial of Service

6. Spam

7. Botnets

8. Data Breaches

9. Insider Threat

10. Physical manipulation/
damage/ theft/loss

11. Information Leakage
12. Identity Theft
13. Cryptojacking
14. Ransomware

15. Cyber Espionage

Assessed
Trends 2018

CCI9v VLIV LIOU

Change in
ranking

>3¢5

NEW

51%

34%

SQLi:

SQL Injection

LFI:

Local File Inclusion

XSS:
Cross-Site Scripting

RFI:
Remote File Inclusion

PHPi:
PHP Injection

8%
. — —— —

Injecting database commands through e.g.
unsanitized input fields on websites

Accessing confidential server-side files like
[etc/passwd through e.g. directory traversal

Injecting script-code through e.g.
unsanitized input fields on websites

Injecting remote files into the application
through e.g. unsanitized input

Injecting PHP objects through unsanitized
input to deserialization function

Source: ENISA Threat Landscape 2017
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...and how we do it:

DB

We provide easy to integrate services for our project teams

LSecurity Business Unit App. Dev. Business Uni

Application Security v 0 Project 1

Specialists >
E Q@
< o
I
s g
g )
T O
]
A
o

Application Security Project integrates
Specialists develop security service in Cl
security Service pipeline

!

Security service is Security service is
provided in image applied on every
repository commit

v
Image repository

Dependency
checker

SAST DAST
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SAST - Build Integrate DAST




Agenda

Who we are and what we do
n A CI/CD pipeline and its security challenges

H Dynamic Application Security Testing (DAST)

9 DB Systel GmbH | Sebastian Biehler, André Konig, Tommaso Nuccio | Team Application Security Specialists | OpenRheinMain 2019 | 2019-09-13



A CI/CD pipeline and its security challenges

Code Repository Vulnerable code (see previous slide)
Integration Vulnerabilities in dependent libraries (same)
Image Repository Vulnerable platform components (OS, Application

Server, Database, ...)

Running Application  False negatives from all above, vulnerable
configurations, ...

Dependencies

&
- K"

— Container

00 Code Image
&5 0 B0 B - !

Static Application Security Testing (SAST)
on application level

Dependency Checker

Static Application Security Testing (SAST)
on platform level

Dynamic Application Security Testing
(DAST)

Developer Code Cl/cD Image
Repository Integration Repository Cl/cp Running
T Stage T Deployment Stage Application
SAST T SAST
Dependency DAST
Checker
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Dynamic Application Security Testing (DAST)

A DAST Tool https://webshop.xyz https://webshop.xyz

m can perform automated security
checks on a running application
(i.e., in its dynamic context)

: Schmidt 123 456 789
m uses well-known attack patterns for Schmidt
automated tests (e.g. SQL injection "::
strings) in requests to the
spolicaton SELECT * FROM accounts WHERE name=Schmidt'
m compares the response of the . .
application for different requests https:/{webshop.xyz hitps:jjwebshop.xyz
(attack patterns)
m deduces successful attacks from
changes in the responses (e.g., Schmidt* OR 121 Albrecht 456 789 123
chmi =
output length) : Arnold 789 123 456
W can also act as passive scanner for
existing test sets, as intercepting . : i
proxy for manual pentesting, ... Zimmermann 987 654 321
Y

SELECT * FROM accounts WHERE name=‘Schmidt‘ OR ‘1‘=‘1°
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The OWASP Zed Attack Proxy (ZAP)

OWASP Zed Attack Proxy Project High level setup:
ZAP sits between browser and Web Application

Main Screenshots Talks News ZAP Gear Supporters

Some of ZAP's functionality:

« Man-in-the-middle Proxy&
« Traditional® and AJAX spiders

« Automated scanner® q q
Automated scanning can be as easy as this:

j - Quick Start f] = Request T Responses= m

« Passive scanner®

« Forced browsing#

« Fuzzer@ <) Automated Scan Q

« Dynamic SSL certificates#

This screen allows you to launch an automated scan against an application - just enter its URL below and press ‘Attack’.

« Smartcard and Client Digital Certificates support Please be aware that you should only attack applications that you have been specifically been given permission to test.

« Web sockets& support

« Support for a wide range of scripting languages® 3::::.:: e gpw WO s ]

« Plug-n-Hack supporte? Use ajax spider: @ wih [(Frefox )

« Authentication and session support & attack || M sto;

« Powerful REST based API@ prosre et

« Automatic updating option

« Integrated and growing marketplace of add-onse But: We typicaIIy need an authenticated context
But: ...

Source: owasp.org
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Performing an automated scan on Webgoat using ZAP

WebGoat \
Datei Bearbeiten Ansicht Anal: lfe
«)> C Q ® A 127.0.0.1:9090/WebGoat/start.mvc#lesson/Sqllnjec v @ A Q ‘ I @ = U lm 0e El=l=H=]ml=) 2y Oh ) o % @
= @ sites | 4= [ &% SchnellstarlT% AnfmgeT Responseé=
- - |
- SQL Injection ac(@)(i)(m ‘ Ykl —_ jven ) (oo o ) OO
‘ > (57 Kontexte A [POST http://127.0.0.1:9098/WebGoat/SqlInjection/attacksa HTTP/1.1 N
Introduction v @ Sites User-Agent: Mozilla/5.@ (Windows NT 6.1; Win64; x64; rv:6@.@) Gecko/201001@1
. Firefox/60.8
General Resetlesson || ¥ nttp:/ocsp.digicert.com Ai;:p:):/,/,
o » | httpiciscobinary.openh264.org Accept-Llanguage: de,en-US;q=8.7,en;q=0.3
Injection Flaws ) ) ) Referer: http://127.8.8.1:9090/WebGoat/start.mvc
‘ vem hitp://127.0.0.1:9090 Content-Type: application/x-www-form-urlencoded; charset=UTF-8
| P GET:WebGoat X-Requested-With: XMLHttpRequest
© 00000000° - Contant.Lengtn: 11
‘ | v 2 P webGoat Cookie: JSESSIONID=B22A738561AD37DB@@ABGESABSDED3FC
» [lecss |Connection: keep-alive
. Host: 127..2.1:9090
Try It! String SQL Injection | |l T = ’
Authentication Flaws > > ljs account=abc
Cross.Site Scripting (XSS) R The query in the code builds a dynamic query as seen in the previous example. The query || P GET:login
in the code builds a dynamic query by concatenating strings making it susceptible to String | % POST:login(password usemame)
Access Control Flaws > sQL injection: - : !
jection: » [ plugins
Insecure Communication > ‘ > [ senice
) "select * from users where name = A¢a,-Ee" + userName + "'"; _'
Request Forgeries > v | ™ gqlinjection
Vulnerable Components - A9 > Using the form below try to retrieve all the users from the users table. You shouldn't need to B ™ POST:attack5a(account)
Client side N know any specific user name to get the complete list, however you can use 'Smith' to see the __| GET:Sqlinjection.lesson.lesson v
data for one user. AN vl
Challenges > E — - - A —
’v A ‘ [ = History T ©, Suche m Warnungen & I || Output T o SplderT ) Aktiver Scan
Account Name: Smith' OR '1'="1| Get Account Info ‘ ® J Sﬁt'“mlﬂ 12700 - E
vE 5 D://127.0.0.1:
You have succeed: } ‘:;V;g'l'_i?qe;“) Risiko: R High
USERID, FIRST_NAME, LAST_NAME, CC_NUMBER, CC_TYPE, COOKIE, Wil Confidence: Medium
[ POST: http://127.0.0.1:9090/W
LOGIN_COUNT, ( N Parameter: account
K s .
» U Cookie No HttpOnly Flag (3) . 1qisqe
101, Joe, Snow, 987654321, VISA, , 0 ) Aftacke:  abc’ OR™'=1"—
E Z Y & Ju > U Password Autocomplete in Brows |\ oo
101, Joe, sno"}" 2234200065411, MC, , 0, » [ X-Content-Type-Options Header N | |- 29
102, John, Smith, 2435600002222, MC, , 0, e Ib‘ P
102, John, Smith, 4352209902222, AMEX, , 0, Source: AtV (40018 - SQL Injection)
103, Jane, Plane, 123456789, MC, , 0, Beschreibung:
103, Jane, Plane, 333498703333, AMEX, , 0, i
10312, Jolly, Hershey, 176896789, MC, , 0, SQL injection may be possible.
10312, Jolly, Hershey, 333300003333, AMEX, , 0,
10323, Grumpy, youaretheweakestlink, 673834489, MC, , 0,
10323, Grumpy, youaretheweakestlink, 33413003333, AMEX, , 0, T /|
Infos:
15603, Peter, Sand, 123609789, MC, , 0,
15603, Peter, Sand, 338893453333, AMEX, , 0, The page results were successfully manipulated using the boolean conditions [abe' AND “1'='1' ~] and [ab¢ OR ‘1'="1'~]
15613, Joesph, Something, 33843453533, AMEX, , 0, I The parameter value being modified was NOT stripped from the HTML output for the purposes of the comparison
15837, Chaos, Monkey, 32849386533, CM, , 0, I Data was NOT returned for the original parameter.
19204, Mr, Goat, 33812953533, VISA, , 0,
<Up> ‘ Losung: :
. J *‘ < T [« K J Ol
- W1 o 3 Mo Laufende Scans 4 0 0 ) 0 @0 %0 o0 %o
==
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A deeper look on integrating ZAP
in a CI/CD pipeline

Parameterizes
passive scan

ZAP
preparation
client

ZAP API
client

Parameterizes
and launches
automated scan

B = ZAP Docker container

| @ o)

R e 4

Application test DAST process:
suite (e.g. m Perform passive scan to

Selenium tests) learn site tree

- Parameterize passive
scan with ZAP
preparation client

- Launch regular
application test suite

ZAP
(headless
mode)

ZAP report
client m Perform automated

scan
- Parameterize and

Gets scan results from launch scan with ZAP

ZAP, generates report, API client
pushes report to GitLab

®m Generate report with
Web application ZAP report client

(web server)

| = Application [ Test Components
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[DB

Outlook: Integration of DAST results in development and
governance processes and tools

Performing security tests and pushing reports to Git does not fix the problems
m Development teams have to work with the results and must close vulnerabilities
m Security governance must manage risks and initiate measures on enterprise scale

We, thus, are building interfaces to integrate DAST results in
® Vulnerability management tools of development teams
m Risk [ compliance management tools of CISO teams

ZAP export

client
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Thank you for your attention

Please feel free to contact us:
sebastian.biehler@deutschebahn.com
andre.a.koenig@deutschebahn.com
tommaso.nuccio@deutschebahn.com
app.sec.specialists@deutschebahn.com




